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(U) This product is provided for situational awareness purposes only. The STACC supports individuals’ privacy, civil
rights, and civil liberties, including the right to free speech and peaceful assembly as protected by the First
Amendment to the United States Constitution. Information contained in this bulletin may not be used as the sole
source of reasonable suspicion; law enforcement must develop its own probable cause. This bulletin or any
information contained therein may not be released to any individual or entity without a valid “right-to-know” and
“need-to-know.”

(U//FOUO) Mass Gatherings and Special Events Assessment 2025

(U//FOUOQ) This assessment will provide Ohio Statewide Terrorism Analysis and Crime Center (STACC)
partners with an overview of the threat landscape for events with large gatherings such as festivals,
concerts, parades, fairs, sporting events, etc. Partners should use this product as a resource for law
enforcement, public safety organizations, and private sector entities in identifying priorities for protective
and support measures while developing plans for mass gathering events. Information in this assessment is
current and accurate as of 3 June 2025.

(U//FOUO) Key Takeaways

e (U//FOUO) The STACC has no information to indicate a specific or credible threat, or the planning
of any attacks, in Ohio.

e (U//FOUO) Domestic violent extremists (DVEs), homegrown violent extremists (HVEs), and foreign
terrorist organizations (FTOs) likely find large public gatherings potential attractive targets.?

e (U//FOUOQ) Online messaging from DVEs, HVEs, FTOs, and threat actors with no specific ideological
allegiance continue to call for attacks towards mass gathering events.?

e (U//FOUO) Prior attacks have often occurred with little to no warning.?

(U//FOUO) Threat Overview

(U//FOUOQ) Ohio will host a number of events this summer including the 2025 FIFA Club Cup in Cincinnati,
Ohio Pride events, and a variety of summer festivals across the state. Violent threat actors remain
motivated to conduct attacks against mass gathering targets.* Although the STACC TAU has not located
any specific credible threats to upcoming events, recent and past incidents in the US suggest persistent
risks. Additionally, online messaging from the above groups remains consistent, encouraging potential
threat actors to commit acts of violence.
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e (U//FOUO) On 1 January 2025, an HVE inspired by ISIS, committed an attack by driving a vehicle
through crowds in New Orleans during New Year’s celebrations. On 22 March 2024, ISIS-Khorasan
(ISIS-K) actors conducted an attack on the Crocus City Hall Concert venue in Moscow, Russia. Both
events are referenced by pro-ISIS groups to encourage online users to “attack Western countries at any
time” rather than waiting for a holiday to act. Further, the Terrorgram Collective, a US Department of
State designated transnational terrorist group, publishes “ideological and tactical guidance” to
encourage violence in the US.>

(U//FOUO) The intelligence community (IC) assess that lone offenders pose a unique challenge to public
safety due to difficulty identifying the threat prior to an attack. Additionally, lone offenders are able to
mobilize to violence quickly, with a relatively low risk of detection.®

e (U) On 4 August 2019, Connor Betts open fire into a crowd of people outside two local
restaurants in Dayton, Ohio, killing nine people and injuring dozens.’

e (U) On 28 November 2016, Abdul Razak Ali Artan, inspired by ISIS propaganda, committed a
vehicle ramming attack against students on The Ohio State University’s (OSU) campus, followed
by an edged weapon attack, injuring eleven.?

(U//FOUO) “Further, in 2021 the IC stated that, “racially motivated violent extremists (RMVEs) and Militia
Violent Extremists (MVEs) present the most lethal DVE threats, with RMVEs most likely to conduct mass-
casualty attacks against civilians and MVEs typically targeting law enforcement and government personnel
and facilities.”®

(U) Analytic considerations

(U) Mass violence attacks are often pre-planned, and being able to recognize suspicious activity can help
deter an attack. Effective communication with local law enforcement and Ohio’s fusion centers is essential
for reporting any relevant threats. Public safety partners can enhance security by reviewing for suspicious
behavior, conducting sweeps for abandoned items, implementing crowd control measures, and ensuring a
visible police presence. Additionally, public awareness campaigns are crucial, as bystander reporting plays
a key role in preventing potential attacks, with family members and school officials often best positioned
to notice suspicious behavior.°

(U//FOUOQ) The STACC encourages law enforcement, public safety officials, and the private sector to
remain alert for potential indicators of pre-operational surveillance and preparation for an attack, and to
report any suspicious activity to law enforcement and the Ohio Fusion Center Network.

OHIO FUSION CENTER NETWORK

e Ohio Statewide Terrorism Analysis & Crime Center (STACC) stacc@dps.ohio.gov (877) 647-4683
e Greater Cincinnati Fusion Center (GCFC) gcfc@cincinnati-oh.gov (513) 263-8000
e Northeast Ohio Regional Fusion Center (NEORFC) info@neorfc.us (216) 515-8477
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(U//FOUO) Partners can also use the related products, attached to this document, to drive
training/response for such incidents.!!

e (U//FOUO) DHS/FBI JIB Public Celebration and Large Gathering in Summer 2025 Remain

Opportune
e (U//FOUO) US Violent Extremist Mobilization Indicators 2021 Edition

e (U//FOUO) First Responder’s Toolbox: Large Public Gathering Attractive Targets for Violent
Extremists

e (U//FOUO) First Responder’s Toolbox: Awareness of Violent Extremist Tactics to Defeat
Physical Security Can Improve Response

1 (U//FOUO) DHS I1&A — Joint Intelligence Bulletin: “Public Celebrations and Large Gatherings in Summer 2025 Remain
Opportune Targets for Attackers.” 23 May 2025. (Accessed 30 May 2025).

2 |bid.

3 Ibid.

4 1bid.

5 lbid.

6 (U) FBI. What We Investigate: Terrorism. Available at: https://www.fbi.gov/investigate/terrorism.

7 (U) Dayton Daily News. Oregon District shooting report: Betts fantasized about killing for a decade. Available at:
https://www.daytondailynews.com/crime/police-close-oregon-district-mass-shooting-investigation-shooter-fantasized-about-
killing-for-decade/JF5SDTHSMVBFANKGR7GP2GMBVOQ/. 29 Nov 2021.

8 (U) Cincinnati.com. Ohio State attacker influenced by ISIS propaganda, FBI determines

9 (U) Office of the Director of National Intelligence. Domestic Violent Extremism Poses Heightened Threat in 2021. Available at:
https://www.dni.gov/files/ODNI/documents/assessments/UnclassSummaryofDVEAssessment-17MAR21.pdf. 01 Mar 2021.

10 STACC TAU. “(U//FOUO) Potential for Violence against Targets during Pride Month — Ohio 2025 Update.” 30 May 2025.

11 (U) DHS. If you see something, say something: Recognize the Signs. Available at: https://www.dhs.gov/see-something-say-
something/recognize-the-signs. 2022.
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23 May 2025

(U//FOUQ) Public Celebrations and Large Gatherings in Summer 2025
Remain Opportune Targets for Attackers

(U) Scope

(U//FOUO) This Joint Intelligence Bulletin (JIB) is intended to inform federal, state, local, tribal,
and territorial government, law enforcement officials, and private sector security partners of
possible threats to public celebrations and large gatherings in the United States throughout the
summer. The FBI and DHS are not aware of specific threats to upcoming public summer events
but are releasing this JIB in advance of Memorial Day—the traditional start of summer.

Violent extremist messaging continues to highlight major sporting and cultural events and venues
as potential targets, and threat actors—including domestic violent extremists (DVEs),
homegrown violent extremists (HVEs) inspired by Foreign Terrorist Organizations (FTOs), and
other mass casualty attackers not motivated by an ideology—previously have targeted public
events with little to no warning. We advise government officials and private sector security
partners to remain vigilant of potential threats to upcoming public celebrations and large
gatherings, including but not limited to World Pride 2025, which takes place from

17 May to 8 June in Washington, DC; Memorial Day; Independence Day; the 250th Army
anniversary parade, which takes place on 14 June in Washington, DC; and high-profile sporting
events, including US-hosted FIFA Club World Cup matches occurring from 14 June to 13 July in
cities across the United States.

(U//FOUQO) Online Messaging Continues To Encourage Attacks Against
Large Public Gatherings

(U//FOUQ) Violent extremists, including DVEs not linked to FTOs, HVEs inspired by a violent
Sunni extremist ideology, and threat actors not primarily motivated by an ideology, likely will
see public events as potential attack targets, given the number of high-profile events this
summer that are expected to draw large crowds and recent attacks and plots in the West
targeting mass gatherings, which could serve as inspiration. While online ideological messaging
often explicitly seeks to encourage violence by exploiting grievances held by DVEs or HVEs,
non-ideological threat actors may also take inspiration from past acts of violence or be
motivated by personal grievances to engage in similar attacks.

» (U//FOUQ) Following the | January 2025 attack in New Orleans, Louisiana, in which an
HVE inspired by ISIS drove a vehicle into a New Year’s celebration, ISIS media released
a lengthy editorial in its weekly Arabic-language magazine that instructed supporters to
not wait for a major holiday like New Year’s and to attack Western countries at any
time. The editorial suggested ISIS supporters attack concerts, bookfairs, marketplaces,

(U) Warning: This document is UNCLASSIFIED//IFOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552). It is to be
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need to know without prior approval of an authorized DHS official. State and local homeland security officials may share this document with authorized critical infrastructure and key resource personnel and private sector
security officials without further approval from DHS.
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»

demonstrations, or other major sporting or cultural events. In January 2025, ISIS-K’s
official media group released an online poster titled, “Don’t Wait for a New Year to
Take Action!”; it listed 10 global cultural events in the United States and Europe as
potential targets for an attack. While some of the events listed fall outside of this
summer, they demonstrate ISIS’s ongoing efforts to mobilize supporters to conduct
attacks against public gatherings.

(U//FOUQ) In April 2024, pro-ISIS media groups called for attacks on sports stadiums
and fans attending the Union of European Football Association matches being held in
multiple European countries, and an International Cricket Council Men’s T20 World
Cup game between India and Pakistan being held in East Meadow, New York—
suggesting that future pro-FTO media releases are likely to call for violence against
upcoming high-profile sporting events in the United States.

(U//FOUQ) The transnational violent extremist network Terrorgram Collective—

a US Specially Designated Global Terrorist—continues to inspire violence in the

United States through its past publications that provide ideological and tactical guidance
for lone offenders to use to conduct violence, including against large public events. The
publications encourage attacks against minorities and critical infrastructure and include
advice for acting as an urban sniper, concealing oneself in a crowd, building homemade
weapons, and executing a “dry run” of an attack. Previous DVE attackers have cited
Terrorgram Collective content in their manifestos, indicating threat actors who mobilize
to attack are influenced in part by its publications.

(U//FOUQ) Violent Threat Actors Historically Have Targeted Public Events
Using a Variety of Tactics

(U//FOUQ) Attackers in the United States historically have used a variety of tactics to target
public events, including vehicles, firearms, and improvised explosive devices (IEDs). The use of
vehicle-ramming alone or in conjunction with other tactics, such as edged weapons, firearms, or
IEDs used after the vehicle has stopped, is a recurring tactic that a variety of threat actors in the
West have employed when targeting crowded pedestrian areas. While many of the below
attacks did not occur during previous summers, attackers often take inspiration from other
attacks, and the tactics employed have been shown to be particularly impactful when used to
target large public gatherings.

»

»

»

(U//IFOUQO) Vehicle-Ramming: This January’s ISIS-inspired HVE vehicle-ramming
attack on a New Year’s celebration in New Orleans, Louisiana, killed 14 and injured 57.
The attacker was killed after engaging in gunfire with responding law enforcement
officers. ISIS supporters online have celebrated the attack and called for additional
attacks using this tactic at outdoor events, including parades.

(U//FOUQ) IEDs: In October 2024, an ISIS supporter was arrested for plotting to
attack a Pride parade in Phoenix, Arizona, using IEDs delivered on a remote-controlled
drone.

(U//IFOUO) Firearms: On 4 July 2022, an individual opened fire from a rooftop
overlooking an Independence Day parade in Highland Park, lllinois, killing 7 and injuring
at least 26. The individual fired more than 80 rounds from an assault rifle, disguised
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himself in women’s clothing to conceal distinctive tattoos, fled the scene after the
shooting, and was apprehended by police after a brief car chase later that day. No
ideological motive was ascribed to the attacker, highlighting the threat from
non-ideological mass casualty violence.

(U) Outlook

(U//FOUQ) Calls for violence by ideologically motivated threat actors often increase in the days
leading up to holidays and other notable events, and we expect this trend to continue through
the summer months. Although most threat actors do not mobilize solely in response to calls for
action, such messaging in combination with escalations in the Middle East conflicts or

US domestic issues could heighten grievances and contribute to threat actors moving down a
pathway to violence. Additionally, notable instances of violence in the United States, like the

| January 2025 attack in New Orleans, could inspire copycat or retaliatory attacks.

(U//FOUQ) Public safety partners can take steps to mitigate risk from potential threats through
increased awareness, such as remaining vigilant for any concerning behaviors, such as
pre-operational surveillance by threat actors, and checking event sites for abandoned containers
like coolers and backpacks. Bystander reporting remains a key tripwire for identifying and
mitigating potential attacks because family members or school officials may be able to observe
and report suspicious behavior. Additionally, increased security measures at locations where
events are held, such as revising security plans, increasing staff, or implementing improved access
and crowd control procedures, in concert with a heightened law enforcement presence, can
deter threat actors from engaging in pre-planned violence and assist in disrupting active threats.

(U//FOUQO) Resources

(U//FOUO) To help mitigate potential threats from a variety of actors, the FBl and DHS have
compiled resources for law enforcement officers, other first responders, and community
leaders, including a list of funding opportunities, resources for technical assistance, and
educational materials.

» (U//FOUO) Due to the highly personal nature of radicalization and mobilization to
violence, assessing specific characteristics indicating the intent of US-based violent
extremists to conduct violence can be difficult. The FBI and DHS urge state and local
authorities, as well as private sector security partners, to report promptly suspicious
activities potentially related to violent extremist activity, including indications of possible
mobilization for attacks.

» (U//FOUO) The FBI, DHS, and NCTC direct law enforcement and public safety
partners to the unclassified booklet “US Violent Extremist Mobilization Indicators 202 |
Edition,” which includes possible indicators of mobilization to violence. These indicators
apply to all ideologically motivated, US-based violent extremists. We also direct
recipients to JCAT’s First Responders Toolbox, “Large Public Gatherings Attractive
Targets for Violent Extremists,” dated 14 May 2025. DHS also has developed several
unclassified resources for communities to help promote bystander awareness of
potentially threatening or concerning behaviors that are observable to others and
enhance the capacity to identify and mitigate threats through behavioral threat
assessment and management, including publicly available training and prevention guides.
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» (U) CISA offers several free and easily accessible, publicly available resources to enable
public and private sector stakeholders to build or improve upon security’s capacity to
address today’s dynamic threat environment and enhance the security of public
gatherings. Some of these resources include Conflict Prevention strategies, Active
Shooter Preparedness, Hostile Vehicle Mitigation, and unmanned aircraft security
through the Be Air Aware™ program.

(U) Related Products

(U//FOUQ) For additional information regarding potential threats related to large public events,
please refer to the following intelligence products:

» (U//FOUO) “Potential for Violence Targeting Pride Month 2025 Events,” DHS-IA-IF-
2025-14969, dated 16 May 2025.

» (U//FOUO) “Threat of Copycat Attacks After ISIS-Inspired Vehicle-Ramming Attack in
New Orleans,” DHS-IA-JIB-2025-00180, dated 2 January 2025.

(U) Definitions

(U//FOUQ) This Joint Intelligence Bulletin uses the following definitions of ideological threat actors.

»

»

(U//FOUQO) Domestic Violent Extremist (DVE): The FBl and DHS define a DVE as an individual
based in, and operating primarily within, the United States or its territories without direction or
inspiration from an FTO or other foreign power who seeks to further political or social goals, wholly
or in part, through unlawful acts of force or violence. The mere advocacy of political or social
positions, political activism, use of strong rhetoric, or generalized philosophic embrace of violent
tactics does not constitute violent extremism and may be constitutionally protected. DVEs can fit
within one or multiple categories of ideological motivation and can span a broad range of groups or
movements. I&A utilizes this term synonymously with “domestic terrorist.”

(U//FOUO) Homegrown Violent Extremist (HVE): The FBI defines an HVE as a person of any
citizenship who has lived and/or operated primarily in the United States or its territories who
advocates, is engaged in, or is preparing to engage in ideologically motivated terrorist activities
(including providing support to terrorism) in furtherance of political or social objectives promoted by
an FTO, but is acting independently of direction by an FTO. HVEs are distinct from traditional
domestic terrorists who engage in unlawful acts of violence to intimidate civilian populations or
attempt to influence domestic policy without direction or influence from a foreign actor.

(U) Report Suspicious Activity

(U) To report suspicious activity, law enforcement, Fire-EMS, private security personnel, and
emergency managers should follow established protocols; all other personnel should call 911 or
contact local law enforcement. Suspicious activity reports (SARs) will be forwarded to the appropriate
fusion center and FBI Joint Terrorism Task Force for further action. For more information on the Nationwide
SAR Initiative, visit www.dhs.gov/nsi.
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(U) Administrative Note: Law Enforcement Response

(U//FOUO) Information contained in this intelligence bulletin is for official use only. No portion of this bulletin
should be released to the media, the general public, or over nonsecure internet servers. Release of this material
could adversely affect or jeopardize investigative activities.

(U) Some incidents included in this assessment are not resolved, and it is important to remember that charged
individuals are presumed innocent unless and until proven guilty.

(U) For comments or questions related to the content or dissemination of this document, please contact the
Counterterrorism Division by e-mail at FBI_CTD_CTAS@)ic.fbi.gov or the I&A Production Branch by e-mail
at ianda_pb@hq.dhs.gov.
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US VIOLENT EXTREMIST
MOBILIZATION INDICATORS

The United States and other Western nations face a heightened threat
from violent extremists motivated by a broad range of ideologies.
Previous editions of this booklet have focused solely on the indicators of
homegrown violent extremist mobilization to violence; this edition has
been expanded to include indicators that apply to multiple ideologically-
motivated US-based violent extremists, given the evolving complexity and
variety of factors influencing the domestic threat landscape.?

These indicators were developed and updated based on a review of
information derived from dozens of FBI terrorism investigations, peer-
reviewed academic studies, and analytic exchanges among Intelligence
Community and law enforcement professionals. The indicators of violent
extremist mobilization described in this booklet are observable behaviors
that could help to determine whether individuals are preparing to engage
in violent extremist activities.

The indicators are grouped according to the stages individuals undergo:
mobilization to violence, engaging in preparation, and developing
motivation. These indicators suggest how close an individual may be to
mobilizing to violence and are ordered by the strength of the indicator
within each category.

The National Counterterrorism Center (NCTC), the Federal Bureau of
Investigation (FBI), and the Department of Homeland Security (DHS) are
committed to safeguarding the rights guaranteed by the United States
Constitution and applicable law. It is therefore important to emphasize that
many of the mobilization indicators included in this booklet may also relate
to constitutionally protected activities. It is most important to look critically
and contextually at the specific actions of the individual and their intent. Law
enforcement action should never be taken solely based on constitutionally

protected activities; on the apparent or actual race, age, ethnicity, national
origin, religion, gender, sexual orientation, or gender identity of the subject;
or on any combination of these factors. Individuals are encouraged to contact
law enforcement if—based on these indicators and the situational context—

they suspect an individual is mobilizing to violence or engaging in violent
extremist activities.






This resource is provided to inform law enforcement, terrorism prevention
practitioners, other first responders, community leaders, as well as the
general public about both threats of violence and contextual behaviors
that suggest an individual is mobilizing to violence. While some violent
extremists may make direct, indirect, or vague threats of violence, others
may plot violent action while avoiding such overt threats to maintain
operational security—underscoring the need to consider both threats of
violence and contextual behaviors.

We have incorporated “unusual” into many of the indicators because

we are looking for behavior that is different enough from the individual’s
normal behavior to cause concern. The indicators included in this booklet
are intended to aid law enforcement and first responder investigative and
detection efforts, not to be a substitute for their expertise and experience.
In addition, we continue to see that members of the community—such

as family members and peers—are often best positioned to witness signs
of mobilization to violence. Such community members almost always

are the first to detect hints that an individual may be considering violent
action in the United States or overseas. This booklet is provided to aid
interpretation of their observations.

This booklet was first published in 2015 and updated in 2017 and 2019.

®For this booklet, ideologically-motivated US-based violent extremists consist

of homegrown violent extremists (HVEs) and domestic violent extremists (DVEs).
HVEs are defined by the FBI and DHS as a person of any citizenship who has lived
and/or operated primarily in the United States or its territories who advocates, is
engaged in, or is preparing to engage in ideologically motivated terrorist activities
(including providing support to terrorism) in furtherance of political or social
objectives promoted by a foreign terrorist organization, but is acting independently
of direction by a foreign terrorist organization. HVEs are distinct from traditional
domestic terrorists who engage in unlawful acts of violence to intimidate civilian
populations or attempt to influence domestic policy without direction or influence
from a foreign actor. DVEs are defined by the FBI and DHS as an individual based
and operating primarily within the United States or its territories without direction
or inspiration from a foreign terrorist group or other foreign power who seeks to
further political or social goals, wholly or in part, through unlawful acts of force or
violence. The mere advocacy of political or social positions, political activism, use
of strong rhetoric, or generalized philosophic embrace of violent tactics may not
constitute extremism and may be constitutionally protected.
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MOBILIZATION INDICATOR CRITERIA

This booklet describes each indicator in terms of three criteria: what
behavior stage a person is in ("Behavior Stages”); who, in addition to law
enforcement, might observe the behavior (“Observers”); and what type of
behavior the indicator describes (“Indicator Types”).

BEHAVIOR STAGES: These three categories of behavior represent the
process an individual typically goes through on their way to carrying
out an attack or traveling to join like-minded violent extremists—such
as a foreign terrorist organization (FTO): MOBILIZATION to violence,
engaging in PREPARATION and planning for an attack or for travel

to join like-minded violent extremists or an FTO, and developing
MOTIVATION for violent extremist activity. The behavior categories

are listed in order of most to least concerning. Indicators are grouped
within each category by the strength of the indicator, with those of most
immediate concern at the top.

Mobilization Indicators: Physical or virtual actions suggesting an attack
or violent extremist travel may be imminent (days/hours before an attack or
violent extremist travel)

Preparation Indicators: Physical or virtual actions suggesting an attack or
violent extremist travel may occur in the near term (weeks before an attack or
violent extremist travel)

Motivation Indicators: Physical or virtual actions that build, solidify, or
communicate violent ideological beliefs; these indicators do not necessarily
suggest an impending attack or violent extremist travel

Some of the indicators may be lawful or constitutionally protected and
should not serve as the sole basis for any investigative activity. Additional
facts and circumstances that clearly support the determination that the
behavior observed is not innocent but rather reasonably indicative of
pre-operational planning associated with terrorism is necessary to constitute
a basis for reporting.





OBSERVERS: Law enforcement may be in a position to observe all of
these indicators. In addition, non-law-enforcement observers in five

categories are most likely to see these activities firsthand and report
them to law enforcement:

e Family Members and Peers who have direct, in-person
relationships with the individual—may also include neighbors and
casual acquaintances

¢ Social Media Users who passively observe the individual online, and
who may have a direct relationship with the individual online

e Community Authority Figures and Members, such as corrections
officers and other government regulators, religious leaders and
congregants, passersby, teachers, or work supervisors and colleagues

e Commercial Sector Representatives, such as commercial company
or store employees, job recruiters, or travel professionals
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¢ Financial Sector Representatives, such as employees of banking or
other investment entities

INDICATOR TYPES: We have identified six behavior types that

characterize an individual’s activities as they relate to each indicator:
e Financial: Moving or acquiring money or resources to prepare for or

conduct violence

e |deology: Developing or communicating the mentality or justification
that could lead to the commission of a violent act

e Intent: Developing or communicating goals or plans to commit a
violent act

e Relationship: Interacting with others, including family or other
violent extremists

e Tactics: Acquiring or developing skills, knowledge, or materials to
engage in violent extremist activities

e Travel: Transiting within the United States or abroad to prepare for or
conduct violence






MOBILIZATION INDICATORS

Physical or virtual actions suggesting an attack or violent
extremist travel may be imminent (days/hours before

an attack or violent extremist travel)

FAMILY MEMBERS AND PEERS, SOCIAL MEDIA USERS,
COMMUNITY AUTHORITY FIGURES AND MEMBERS,
COMMERCIAL SECTOR REPRESENTATIVES






FAMILY MEMBERS AND PEERS, COMMUNITY AUTHORITY
FIGURES AND MEMBERS

INDICATOR TYPE
\l LV
\ ?






e DISSEMINATING ONE’'S OWN
MARTYRDOM OR LAST WILL VIDEO
OR STATEMENT (FOR EXAMPLE, A PRE-ATTACK
MANIFESTO OR FINAL STATEMENT)

FAMILY MEMBERS AND PEERS, SOCIAL MEDIA USERS

INTENT

5






QCONDUCTING A DRY RUN OF AN
ATTACK OR ASSAULT OR
ATTEMPTING TO GAIN PROXIMITY
OR ACCESS TO TARGETS

FAMILY MEMBERS AND PEERS, COMMUNITY AUTHORITY
FIGURES AND MEMBERS, COMMERCIAL SECTOR
REPRESENTATIVES

TACTICS






FAMILY MEMBERS AND PEERS, SOCIAL MEDIA USERS






FAMILY MEMBERS AND PEERS, SOCIAL MEDIA USERS,
COMMERCIAL AND FINANCIAL SECTOR REPRESENTATIVES






@ UNUSUAL GOODBYES OR POST-
DEATH INSTRUCTIONS

FAMILY MEMBERS AND PEERS, SOCIAL MEDIA USERS

RELATIONSHIP






PREPARATION INDICATORS

Physical or virtual actions suggesting an attack or violent extremist
travel may occur in the near term (weeks before an attack or violent
extremist travel)

Communicating intent to engage in violence or a direct
threat with justification for action, particularly if presented
as necessary or inevitable, in person or online
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Family members and peers, social media users, community
authority figures and members

Intent

@ Unusual building or testing of explosives, especially if
tailored to a specific target

Family members and peers, commercial sector representatives

Tactics

@ Planning or preparing to travel abroad to join violent
extremist organizations, seek training, or engage in a
conflict zone

Family members and peers, social media users, community
authority figures and members, commercial sector representatives

Travel

0 Planning or preparing to travel within the United States to
participate in violent extremist activity

Family members and peers, social media users, community
authority figures and members, commercial sector representatives

Travel

@ Seeking or claiming religious, political, or ideological
justification or validation for a planned violent act

Family members and peers, social media users, community
authority figures and members

Ideology
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Unusual purchase of military-style tactical equipment (for
example, body armor or personal protective equipment) in a
manner that raises suspicion of planning violence

Family members and peers, social media users, commercial
sector representatives
Tactics

Breaking away from a larger group or creating a more
exclusive or operationally secure group to discuss or plan
specific violent activity

Family members and peers, social media users, community
authority figures and members

Relationship

Surveilling potential attack targets

Community authority figures and members, commercial
sector representatives

Tactics

Increased use of physical concealment tactics (for example,
countersurveillance techniques, disposable phone) in
support of planning a specific act of violence

Family members and peers, commercial sector representatives

Tactics

Increased use of online concealment tactics (for example,
deleting, hiding, or manipulating social media or other online
accounts to misrepresent location or hide group membership,
contacts, or activities) in support of planning a specific act
of violence

Family members and peers, social media users, commercial
sector representatives

Tactics





Communicating directly with or seeking to develop a
relationship with violent extremists, or being contacted
directly by them, for suspected criminal purposes

Family members and peers, social media users, community
authority figures and members

NOIlvidVvd3dd

Relationship

Unusual efforts to obtain explosive precursors, especially
illegally or surreptitiously

Family members and peers, social media users, commercial
sector representatives

Tactics

Acquisition of weapons or ammunition for suspected
criminal purposes

Family members and peers, social media users, commercial
sector representatives

Tactics

Change in or initiation of physical or weapons training for
suspected criminal purposes

Family members and peers, social media users, commercial
sector representatives

Tactics

Planning or pursuing suspicious travel activity (for example,
unusual purchase of one-way tickets, false excuses for
international travel, fraudulent passport application) in a
manner that raises suspicion of potential violence

Family members and peers, commercial sector representatives

Travel
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Sending or receiving unexplained financial resources or
equipment to/from violent extremists

Family members and peers, commercial and financial
sector representatives

Financial

Creating, joining, or implying membership/association—in
person or online—with violent extremists for the purpose
of furthering violent activity

Family members and peers, social media users, community
authority figures and members

Relationship

Conducting research for target or tactic selection for
violent acts (for example, acquiring blueprints, maps,
schematics, or technical specifications)

Family members and peers, community authority figures and
members, commercial sector representatives

Tactics

Pursuing or exploiting jobs or personnel who provide
sensitive access to enable violent acts (for example, critical
infrastructure, the Intelligence Community, law
enforcement, military)

Family members and peers, community authority figures and
members, commercial sector representatives

Tactics

Attempting to seek technical expertise (for example, in
aviation, biology, chemistry, electronics) to enable
planned violence

Family members and peers, social media users, commercial
sector representatives

Tactics





MOTIVATION INDICATORS

Physical or virtual actions that build, solidify, or communicate
violent ideological beliefs; these indicators do not necessarily
suggest an impending attack or violent extremist travel

Some of the indicators may be lawful or constitutionally protected
and should not serve as the sole basis for any investigative

activity. Additional facts and circumstances that clearly support

the determination that the behavior observed is not innocent but
rather reasonably indicative of pre-operational planning associated
with terrorism is necessary to constitute a basis for reporting.

NOILVAILON

Professing intent to harm law enforcement if law
enforcement takes action or statement of intent to harm
others (typically ideological opponents) if confronted
Family members and peers, social media users, community
authority figures and members

Intent

@ Expressing desire or willingness to die for a violent
extremist ideology
Family members and peers, social media users, community
authority figures and members
Intent

@ Threatening specific violence against a particular physical
target, especially in response to current news reporting on
political and legislative issues or other flashpoint events
that speak to one’s ideological concerns

Family members and peers, social media users, community
authority figures and members

Intent
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Threatening violence toward specific individuals,
including civilian, government, law enforcement, or
military personnel

Family members and peers, social media users, community
authority figures and members

Intent

Producing, promoting, or extensively consuming violent
extremist content online or in person, including violent
extremist videos, narratives, media, and messaging for
suspected criminal purposes

Family members and peers, social media users, community
authority figures and members

Ideology

Posing with weapons and imagery associated with
violent extremism in photos or videos, especially if
paired with threats or expressed interest in carrying
out violence against an ideological target for suspected
criminal purposes

Family members and peers, social media users
Ideology

Expressing acceptance of violence as a necessary means
to achieve ideological goals (for example, communicating a
desire for revenge against ideological opponents) and saying
that nonviolent means are ineffective or unavailable

Family members and peers, social medial users, community
authority figures and members

Intent





Attempting to radicalize others—especially family
members and peers—to violence

Family members and peers, social media users, community
authority figures and members

Relationship

NOILVAILON

Praising, or researching to emulate, past successful or
attempted attacks or attackers

Family members and peers, social media users, community
authority figures and members

Ideology

Increasing or extreme adherence to conspiracy theories as
a justification of violence against ideological targets

Family members and peers, social media users, community
authority figures and members

Ideology

Engaging in outbursts or fights with or condemning
behavior of family, peers, community, or authority figures
while advocating violent extremist ideology

Family members and peers, community authority figures

and members

Relationship
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Adopting more than one violent extremist ideology

Family members and peers, social media users, community
authority figures and members

Ideology

Rejecting nonviolent voices in favor of violent
extremist ideologues

Family members and peers, social media users, community
authority figures and members

Ideology

Changing vocabulary, style of speech, or behavior to
reflect a hardened point of view or new sense of purpose
associated with violent extremist causes, particularly after
a catalyzing event

Family members and peers, social media users, community
authority figures and members

Ideology

Isolating oneself from family and peers, particularly if
citing violent extremist doctrine or ideology

Family members and peers, community authority figures
and members

Relationship





RISK FACTORS

It is important to consider the totality of an individual's
circumstances when observing potential indicators because
some factors may increase the risk that the individual could
mobilize to violence in a given situation. The following

risk factors should be considered in conjunction with the
indicators of mobilization to violence, as each risk factor
may be insignificant on its own and no one factor appears
to be more significant than another. Some of these risk
factors may involve constitutionally protected activities. Risk
factors may include:
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e Family, significant other, and/or peers espousing or supporting a
violent extremist ideology

e History of encouraging violence by dehumanizing people who are not
in the same identity group or who are ideological opponents

¢ History of notable noncompliance with restrictions, boundaries,
or laws

e History of stalking, harassing, threatening, or menacing behavior

e History of violence (not necessarily related to terrorism), unstable
mental state resulting in threat to self or others, or past exposure to
violence and/or a traumatic event

¢ Negative response to or failure to cope with existing, new, or
changing personal circumstances, including personal relationships,
family dynamics, employment, and/or substance abuse
or dependence

¢ Presence of real or perceived injustice or a feeling of being wronged
(grievances); may be broad or specific to a person, group, or event

e Previous travel or exposure to a conflict zone or an area of high
political or social violence, including personal or noncombatant travel






INDICATOR INDEX, BY TYPE

Some of the indicators may be lawful or constitutionally
protected and should not serve as the sole basis for any
investigative activity. Additional facts and circumstances
that clearly support the determination that the behavior
observed is not innocent but rather reasonably indicative
of pre-operational planning associated with terrorism is
necessary to constitute a basis for reporting.

INDICATOR TYPE

FINANCIAL

Disposing of meaningful personal assets or belongings in an
unusual manner, particularly with a sense of urgency or without
regard for personal financial gain .............ccocccoiiiiiiii 6

| Sending or receiving unexplained financial resources or equipment

to/from Violent @XEremMiStS .......oiiieiiiiec e 23
IDEOLOGY

Seeking or claiming religious, political, or ideological justification or

validation for a planned violent act............ccccooeiiiiiiiiiienn. 12

Producing, promoting, or extensively consuming violent extremist
content online or in person, including violent extremist videos,
narratives, media, and messaging for suspected criminal purposes.. 32

Posing with weapons and imagery associated with violent extremism
in photos or videos, especially if paired with threats or expressed
interest in carrying out violence against an ideological target for
suspected criminal pUrPOSES..........ccccioiiiiiiiiiiecccec 33

Praising, or researching to emulate, past successful or attempted
attacks or attackers .......oooovveiiiiiiie e 36

Increasing or extreme adherence to conspiracy theories as a
justification of violence against ideological targets...........ccccoe.... 37

Adopting more than one violent extremist ideology..................... 39

Rejecting nonviolent voices in favor of violent extremist ideologues.. 40






INDICATOR TYPE

IDEOLOGY (continued)

Changing vocabulary, style of speech, or behavior to reflect a
hardened point of view or new sense of purpose associated with

violent extremist causes, particularly after a catalyzing event........ 41
INTENT

Engaging in a threatening interaction or violently refusing to comply

with law enforcement based on violent extremist ideology ............. 2

Disseminating one’s own martyrdom or last will video or statement
(for example, a pre-attack manifesto or final statement) ................. 3

Identifying—in person or online—specific details of an intended
violent activity, including target(s), time frames, and participant

Communicating intent to engage in violence or a direct threat with
justification for action, particularly if presented as necessary or
inevitable, in person or online............ccccoiiiiiiii 8

Professing intent to harm law enforcement if law enforcement takes
action or statement of intent to harm others (typically ideological
opponents) if confronted ... 28

Expressing desire or willingness to die for a violent extremist
IAEOIOGY -ttt 29

Threatening specific violence against a particular physical target,
especially in response to current news reporting on political and
legislative issues or other flashpoint events that speak to one’s
ideological CONCEMS ......uiiiiiii e 30

Threatening violence toward specific individuals, including civilian,
government, law enforcement, or military personnel.................... 31

Expressing acceptance of violence as a necessary means to achieve
ideological goals (for example, communicating a desire for revenge
against ideological opponents) and saying that nonviolent means are
ineffective or unavailable ...........ccocooiiiiiiii 34






INDICATOR TYPE

RELATIONSHIP

@ Unusual goodbyes or post-death instructions ..............cccccceoeoenes 7

INDEX

Breaking away from a larger group or creating a more exclusive or
operationally secure group to discuss or plan specific violent activity.. 14

with violent extremists, or being contacted directly by them, for
suspected criminal pUrPOSES..........ccocciviiiiiiiiiccccece e 18

Creating, joining, or implying membership/association—in person
or online—with violent extremists for the purpose of furthering

I Communicating directly with or seeking to develop a relationship
I VIOIENT ACHIVITY ..ot 24

Attempting to radicalize others—especially family members and
PEErs—1t0 VIOIENCE ..ot 35

Engaging in outbursts or fights with or condemning behavior of
family, peers, community, or authority figures while advocating
violent extremist ideology........ccociririiiniriinieierecee e 38

Isolating oneself from family and peers, particularly if citing violent
extremist doctrine or ideology........ccceviiiiiiiiiiiiiiiiic 42

TACTICS

Conducting a dry run of an attack or assault or attempting to gain
proximity or access to targets ..o 4

Unusual building or testing of explosives, especially if tailored to a
SPECIIC tArget. ..o 9

body armor or personal protective equipment) in a manner that
raises suspicion of planning violence.............cc.ccoeiiiiiininn. 13

Surveilling potential attack targets............cccccuiiiiiiiiiiiiiiii 15

Increased use of physical concealment tactics (for example,
countersurveillance techniques, disposable phone) in support of

I Unusual purchase of military-style tactical equipment (for example,
0
24 I planning a specific act of violence .............ccooiiiiiii 16






INDICATOR TYPE

TACTICS (continued)

Increased use of online concealment tactics (for example, deleting,
hiding, or manipulating social media or other online accounts to
misrepresent location or hide group membership, contacts, or
activities) in support of planning a specific act of violence........... 17

Unusual efforts to obtain explosives precursors, especially illegally or
SUMTEPLIIOUSIY ..o 19

Acquisition of weapons or ammunition for suspected
CriMINGl PUIMPOSES ...t 20

Change in or initiation of physical or weapons training for suspected
CrMINGl PUIMPOSES ...t 21

Conducting research for target or tactic selection for violent acts
(for example, acquiring blueprints, maps, schematics, or technical
SPECIICATIONS).... . 25

Pursuing or exploiting jobs or personnel who provide sensitive
access to enable violent acts (for example, critical infrastructure, the
Intelligence Community, law enforcement, military) .........c..c..c...... 26

Attempting to seek technical expertise (for example, in aviation,
biology, chemistry, electronics) to enable planned violence.......... 27

TRAVEL

Traveling, within the United States or abroad, to carry out or
participate in violent extremist activity.............ccccoooiiiiiiiiiiiiis 1

Planning or preparing to travel abroad to join violent extremist
organizations, seek training, or engage in a conflict zone.............. 10

Planning or preparing to travel within the United States to participate
in violent extremist @CtVItY.......ccevierriiiiiie e 11

Planning or pursuing suspicious travel activity (for example, unusual
purchase of one-way tickets, false excuses for international travel,

fraudulent passport application) in a manner that raises suspicion of
potential VIOIENCE.........ocoiiiiiiiiicce e 22











NOTES











NOTES
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Individuals are strongly encouraged to contact their local FBI
office by telephone or submit an online tip to the FBI at
https://tips.fbi.gov if, based on these indicators and the situational
context, they suspect an individual is mobilizing to violence.

In case of an emergency, please call 9-1-1.

2021-09234
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US VIOLENT EXTREMIST

Traveling, within the United States or
abroad, to carry out or participate in violent
extremist activity

Engaging in a threatening interaction

or violently refusing to comply with law
enforcement based on violent extremist
ideology

Disseminating one’s own martyrdom or
last will video or statement (for example, a
pre-attack manifesto or final statement)
Conducting a dry run of an attack or
assault or attempting to gain proximity or
access to targets

[dentifying—in person or online—spe-
cific details of an intended violent activity,
including target(s), time frames, and
participant roles

Disposing of meaningful personal assets
or belongings in an unusual manner, par-
ticularly with a sense of urgency or without
regard for personal financial gain

Unusual goodbyes or post-death
instructions

Communicating intent to engage in
violence or a direct threat with justification
for action, particularly if presented as
necessary or inevitable, in person or online
Unusual building or testing of explosives,
especially if tailored to a specific target
Planning or preparing to travel abroad to
join violent extremist organizations, seek
training, or engage in a conflict zone
Planning or preparing to travel within

the United States to participate in violent

12.

13.

14.

15.
16.

17.

18.

19.

20.

21.

extremist activity

Seeking or claiming religious, political, or
ideological justification or validation for a
planned violent act

Unusual purchase of military-style tactical
equipment (for example, body armor or
personal protective equipment) in a manner
that raises suspicion of planning violence
Breaking away from a larger group or
creating a more exclusive or operationally
secure group to discuss or plan specific
violent activity

Surveilling potential attack targets
Increased use of physical concealment
tactics (for example, countersurveillance
techniques, disposable phone) in support of
planning a specific act of violence
Increased use of online concealment tactics
(for example, deleting, hiding, or manipulat-
ing social media or other online accounts to
misrepresent location or hide group mem-
bership, contacts, or activities) in support of
planning a specific act of violence
Communicating directly with or seeking to
develop a relationship with violent extrem-
ists, or being contacted directly by them, for
suspected criminal purposes

Unusual efforts to obtain explosive precur-
sors, especially illegally or surreptitiously
Acquisition of weapons or ammunition for
suspected criminal purposes

Change in or initiation of physical or
weapons training for suspected criminal
purposes

The National Counterterrorism Center (NCTC), the Federal Bureau of Investigation (FBI), and the Department of
Homeland Security (DHS) are committed to safeguarding the rights guaranteed by the United States Constitution
and applicable law. It is therefore important to emphasize that many of the mobilization indicators included

in this booklet may also relate to constitutionally protected activities. It is most important to look critically and
contextually at the specific actions of the individual and their intent. Law enforcement action should never be taken

solely based on constitutionally protected activities; on the apparent or actual race, age, ethnicity, national origin,
religion, gender, sexual orientation, or gender identity of the subject; or on any combination of these factors.
Individuals are encouraged to contact law enforcement if—based on these indicators and the situational context—
they suspect an individual is mobilizing to violence or engaging in violent extremist activities.
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US VIOLENT EXTREMIST

22.

23.

24.

25.

26.

27.

Planning or pursuing suspicious travel
activity (for example, unusual purchase

of one-way tickets, false excuses for
international travel, fraudulent passport ap-
plication) in a manner that raises suspicion
of potential violence

Sending or receiving unexplained financial
resources or equipment to/from violent
extremists

Creating, joining, or implying membership/
association—in person or online—with
violent extremists for the purpose of
furthering violent activity

Conducting research for target or tactic
selection for violent acts (for example,
acquiring blueprints, maps, schematics, or
technical specifications)

Pursuing or exploiting jobs or personnel
who provide sensitive access to

enable violent acts (for example, critical
infrastructure, the Intelligence Community,
law enforcement, military)

Attempting to seek technical expertise (for
example, in aviation, biology, chemistry,
electronics) to enable planned violence
Professing intent to harm law enforce-
ment if law enforcement takes action or
statement of intent to harm others (typically
ideological opponents) if confronted
Expressing desire or willingness to die for a
violent extremist ideology

Threatening specific violence against a
particular physical target, especially in
response to current news reporting on
political and legislative issues or other
flashpoint events that speak to one’s ideo-
logical concerns

Threatening violence toward specific indi-
viduals, including civilian, government, law
enforcement, or military personnel

Producing, promoting, or extensively
consuming violent extremist content online
or in person, including violent extremist
videos, narratives, media, and messaging
for suspected criminal purposes

Posing with weapons and imagery asso-
ciated with violent extremism in photos or
videos, especially if paired with threats or
expressed interest in carrying out violence
against an ideological target for suspected
criminal purposes

Expressing acceptance of violence as a
necessary means to achieve ideological
goals (for example, communicating a desire
for revenge against ideological opponents)
and saying that nonviolent means are
ineffective or unavailable

Attempting to radicalize others—especially
family members and peers—to violence
Praising, or researching to emulate,

past successful or attempted attacks or
attackers

Increasing or extreme adherence to con-
spiracy theories as a justification of violence
against ideological targets

Engaging in outbursts or fights with or
condemning behavior of family, peers,
community, or authority figures while
advocating violent extremist ideology
Adopting more than one violent extremist
ideology

Rejecting nonviolent voices in favor of
violent extremist ideologues

Changing vocabulary, style of speech, or
behavior to reflect a hardened point of view
or new sense of purpose associated with
violent extremist causes, particularly after a
catalyzing event

Isolating oneself from family and peers,
particularly if citing violent extremist
doctrine or ideology
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Awareness of Violent Extremist Tactics To Defeat Physical Security Can Improve Response

Threat actors will use various methods to defeat physical security, which may only delay a determined adversary. Public safety, emergency
response and security stakeholders should assume that adversaries will eventually defeat static security measures (unmanned barriers) and
consider additional countermeasures and secondary layers of security (quick-reaction force and mobile-security barriers) as appropriate.

RESPONSE CONSIDERATIONS: Awareness of tactics, techniques, and procedures (TTPs) used by threat actors can enhance detection, improve
response, develop best practices to incorporate into plans and policies, and broaden information sharing. Public safety, emergency response
and security stakeholders should factor in the following considerations for their emergency plans, response, and training.

EXPLOSIVES
VBIED AT A
SECURITY CHECKPOINT
SUICIDE BOMBER
AT ENTRANCE

IEDS | BREACHING TECHNIQUES |
VEHICLE RAMMING
SWALL ARMS

WIRE CUTTERS

| DETOUR TECHNIQUES |

* . ey % % . STRUCTURES (ON AND ADJACENT)
STACKING - . o
COLLECTED ITEMS WEAPONS [l S TACTICAL MOVEMENTS AND MAKESHIFT LADDERS (SECURITY
> g BARRIERS, HOMEMADE)

MAKESHIFT OR DISGUISED WEAPONS ! j A I=— —1 S USE OF FORCE

SCOPE: This product is intended to assist (BASEBALL BATS, CRUICHES, HOCKEY ' . | , o LARGER NUMBERS OVER il L : HUMAN PYRAMID
= S ON-SITE SECURITY e 1 e /1

. STICKS, AND WALKING STICKS) .9
public safety, emergency response and )

N Rea W

security stakeholders in understanding and PRE-STAGED WEAPONS -

implementing measures to save lives and : SURR&%’)%%%;;\%NNEL

protect property. This information should CHEMICAL AGENTS UND VEHICLES.

encourage stakeholders to collaborate, CIRE AS A WEAPON

seek advice, access resources, and pursue PHYSICAL FORCE

additional authorities. FIRE TO REDUCE RESOURCES
NOTICE: This is a Joint Counterterrorism Assessment Team (JCAT) product. JCAT is a collaboration by NCTC, DHS, the FBI, and state, NCTC 037664 1D 9-21
local, tribal, and territorial government personnel to improve information sharing and enhance public safety. The product promotes
coordination among intergovernmental authorities and the private sector in identifying, preventing, and responding to terrorist activities. 17 SEPTEMBER 2021
Consider the enclosed information within the context of existing laws, regulations, authorities, agreements, policies or procedures. For AUTHORED BY NCTC, DHS, AND FBI

additional information contact us at JCAT@NCTC.GOV. This document is best printed in 11 X 17.
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Awareness of Violent Extremist Tactics To Defeat Physical Security Can Improve Response (continued)

TYPES OF TACTICS THREAT ACTORS MAY USE TO OVERCOME OPERATIONAL OR
PHYSICAL SECURITY MEASURES

Coercion or |Using influence through mental pressure (bribery or blackmail)
Duress or threatened violence against a person (employee or security
personnel) to facilitate hostile access into a facility.

Deception or |Assuming the identity, behavior, or appearance of another to blend
Impersonation |into a surrounding environment, gain access to selected targets,
Technique or confuse responding security forces. This can include the use of
“official” badges, identifiable vehicles (first responders, military,
federal or local government agencies, public utilities, or other
private sector entities), nameplates, rank insignias, uniforms,

or unit identification to permit access to a selected target.
Examples include:

e The occupant(s) of a vehicle may use pretense to gain facility
access. This can include the use of deception (lies, forged or stolen
documents) or disguises to appear genuine or confuse and distract
security personnel.

e Unknowing mule: The use of a person (delivery driver or employee) to
unknowingly deliver attackers, hidden firearms, IEDs, or weapons into
a protected area.

Encroachment|Using a hostile vehicle to potentially exploit gaps by rural or urban
landscape or perimeter protection; driving slowly through or over
what is perceived to be a perimeter or series of obstructions;

or closely tailgating a legitimate vehicle through a single-layer
vehicle-access control point.

Insider A current or former employee or person with regular access to a
facility who provides information or materials to violent extremists.
Insiders may or may not actively participate in the attack and

are a constant security vulnerability. Violent extremists have

used insiders to facilitate and conduct attacks and view them as
valuable assets for obtaining information, gaining access, exploiting

vulnerabilities, and challenging security countermeasures.

Parking Parking a vehicle (legitimately, illegally, or without consent) close
to an asset or inside the perimeter of a facility. The vehicle may

be parked repeatedly to create familiarity, appear abandoned or
unoccupied for short or long periods before a potential attack, or
parked unsecured within or outside of a protected area and may be

used by the attackers.

Penetrative [Using a vehicle to breach or weaken security measures. This type
of attack may involve the use of an IED detonating close to security
barriers to create a gap in physical security measures to allow
follow-on hostile vehicles to enter a crowded area. A low-speed
attack may involve a vehicle being aggressively and repetitively

rammed against security barriers to gain access.

Sahotage
or Tamper

With the intent of leaving no evidence, this type of attack can
facilitate hostile vehicle access later. This may involve altering,
weakening, or disabling a barrier or associated security systems.

In addition, this type of attack can include an aggressive

physical attack against barriers—at or just before—to facilitate a
fast-moving attack or a physical or cyber attack gradually over time
or immediately before an attack.

Best Practices

Information Sharing, Response, and Training
e Develop strong and effective security measures through joint planning and
information sharing.

e Maintain situational awareness outside the incident perimeter, and monitor for
similar threatening or suspicious activities beyond the target area.

e Prohibit parking in restricted areas (emergency access roads, staging areas, along
fence lines or other sensitive locations).

e Establish pedestrian buffer and vehicular exclusion zones outside the fence line to
engage threat actors before they get too close.

e Practice working within the buffer zone to maintain the standoff distance and to
limit accessibility to targets by threat actors.

e Ensure security-response plans include 24/7 standby repair crews, with dedicated
protective security while they conduct repairs.

e Threat actors may target perceived softer targets outside the secured zone, such
as local businesses.

e |nvestigate suspicious purchases, loss or theft of law enforcement, fire service,
emergency medical service and other emergency and security stakeholder
branded items (agency patches, jackets, shirts, and uniform items) to mitigate
their use by threat actors.

e Secure unattended emergency vehicles; establish a policy for decommissioning
vehicles that makes them difficult to use unlawfully; establish familiarity with
the types, makes and models of vehicles used by neighboring jurisdictions and
supporting agencies; use difficult to replicate identifiers on emergency vehicles,
such as holograms; and issue “be on the lookout” warnings for high-interest or
suspicious vehicles.

e Develop well-defined rules of engagement, establishing appropriate security
perimeters around the incident site(s), to include monitoring bystanders, and
controlling egress and ingress routes.

e Make targeted arrests for federal crimes, whether they can be made
contemporaneously with the commission of the crime or not.

Physical Security

¢ Assess fencing in and around the perimeter of the potential target and
reinforce weak points, including by welding, adding weighted barriers (concrete
or plastic), and installing base plates.

e Conduct routine inspection of fenced areas, and frequently inspect such areas
for damage or partial breaches.

e Secure or remove adjacent structures.

e Consider the placement of cameras in key locations. Capturing seemingly

innocuous or suspicious activity can be helpful in identifying, arresting, and
prosecuting suspects.

e |nstall alternate surveillance systems, such as pole cameras or unmanned
surveillance systems in case of destruction or failure of primary
surveillance systems.

e Position larger and heavier response vehicles to restrict access to
unauthorized personnel.

¢ Use flame retardant paint on wooden structures.
e Stage fire hoses for emergency use by responding personnel.

e Wear and inspect personal protective equipment (eyewear, gloves, helmet,
vest) for effective use against bodily fluids, hard objects, lasers, and other
toxic substances.

Threat Actor TTPs

e Use of vehicles that appear to have a legitimate purpose to transport and
stage objects near the target, such as construction materials (barrels,
crates or pallets), to negotiate fences and barriers.

e Use of improperly installed or unsecured fencing as barricades against
responding personnel.

e Physical damage, destruction or obstruction (paintball guns or spray paint)
to surveillance systems to hide unlawful activity.

e Use of lawn equipment (leaf blowers) to redirect deployed pepper or tear
spray back to law enforcement officers.

e Use of innocuous objects (squeeze bottles or water balloons) to spread
surreptitiously accelerants as a diversion or primary attack mechanism.

e Use of miscellaneous objects (furniture, makeshift spike strips, or vehicles)
to create roadblocks, restrict responder access, disable emergency
vehicles, or provide threat actor cover.

RESOURCES

DEPARTMENT OF COMMERCE

¢ Facility Security Assessments is an in-depth analysis used to determine security
measures needed to protect Departmental personnel, property, and information in accordance
with Interagency Security Committee (ISC) risk management process standards. https://www.
commerce.gov/osy/programs/physical-security/facility-security-assessments

DHS

e Guide to Conducting a Physical Security Assessment of Law Enforcement
Facilities provides an overview for analyzing and assessing the physical security posture of a law
enforcement facility. Please contact NUSTL@haq.dhs.gov for document access.
ISC Agency and Facility Compliance Benchmarks can be used to help federal security
professionals implement security policies and mandatory standards. To request access, please
send an email to ISCAccess@hq.dhs.gov with your full name and contact information, including
email, agency name, and reason for access to this document.
Nonprofit Security Grant Program provides funding support through the Federal Emergency
Management Agency for target hardening and other physical security enhancements and activities
to nonprofit organizations that are at high risk of terrorist attack. https://www.fema.gov/grants/
preparedness/nonprofit-security
Physical Security Training Program is a Federal Law Enforcement Training Centers’
introductory physical security training program designed to provide baseline knowledge of
physical security systems and procedures as defined by ISC guidelines. https://www.fletc.gov/
training-program/physical-security-training-program
DEPARTMENT OF VETERAN AFFAIRS (VA)

e Physical Security and Resiliency Design Manual (revised 1 April 2021) contains the
baseline physical security and resiliency requirements for improving the protection of Mission
Critical Facilities, Life-Safety Protected (LSP) Facilities, and LSP Facilities with MC Utilities/
Systems Redundancies of the US Department of VA. https://www.cfm.va.gov/til/PhysicalSecurity/
dmPhySec.pdf

NOTICE: This is a Joint Counterterrorism Assessment Team (JCAT) product. JCAT is a collaboration by NCTC, DHS, the FBI, and state,
local, tribal, and territorial government personnel to improve information sharing and enhance public safety. The product promotes
coordination among intergovernmental authorities and the private sector in identifying, preventing, and responding to terrorist activities.
Consider the enclosed information within the context of existing laws, regulations, authorities, agreements, policies or procedures. For
additional information contact us at JCAT@NCTC.GOV. This document is best printed in 11 X 17.
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FIRSTRESPANDERSTOOLBOX

Large Public Gatherings Attractive Targets for Violent Extremists

SCOPE: This product is intended to help public safety officials and private
sector partners plan and respond to terrorism threats against mass
gatherings that are not contained within a secured perimeter. Gatherings

that are not official events or tournaments and where tickets are not required
for attending are particularly vulnerable. This product is a resource for

public safety officials and is not in response to a specific threat against the
Homeland. It provides background based on previous terrorist plotting and
attacks and general terrorist attack tactics, techniques, and procedures (TTPs).
The considerations in this product are not exhaustive.

Violent extremists remain interested in attacking large public gatherings such as
sporting events, music venues, high-profile special events, or symbolic locations.
Attackers may have unrestricted access to public gatherings that occur or extend
beyond a secured perimeter, including sporting event fan zones, special event
watch parties, or mass gatherings before or after an event. Terrorist media regularly
advocates for attackers to use vehicles, edged weapons, and firearms against easily
accessible targets where large crowds are gathered. Information about common
attack methods and event vulnerabilities of large public gatherings can help the
coordinators and security planners prevent, mitigate, or respond to threats or crises
at these types of events.

* In March 2025, a HAMAS spokesperson issued a global call to arms for
supporters to violently resist the United States’ proposed plan for Gaza, with
the HAMAS spokesperson urging supporters to use whatever means available
to resist the US proposal.

* In January, an ISIS-Khorasan flyer highlighted a list of cultural events and
festivals in Europe and the United States as targets because they were
expected to draw large crowds. In May 2024, a pro-ISIS outlet published at
least one graphic suggesting that an attack against a specific Cricket World
Cup match in New York would draw international media attention.
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» On New Year's Day 2025, a now-deceased ISIS-inspired US citizen drove a
rented truck through a crowded street in New Orleans during early morning
celebrations, killing 14 and injuring more than 50 individuals.

+ In August 2024, authorities disrupted a plot by two teenage ISIS supporters POSSIBLE PUBLIC VENUES:
who planned to drive an explosives-filled car into crowds outside a concert
venue in Austria. Between 20,000 to 30,000 fans were expected to gather
outside the stadium during the concert, a location that would probably not
have had sufficient security checks and safety mechanisms to prevent such
an attack.
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LAYERED SECURITY MEASURES:
ROOFTOP COVERT AND OVERT SECURITY
AND POLICE PRESENCE

AREA AROUND STADIUM
VEHICLE-BORNE
GRASSY AREA ATTACK MITIGATION
SCREENING PROCEDURES AND
BAG CHECKS

NEIGHBORHOOD WATCH PARTY

BARS/RESTAURANTS
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FIRSTRESP®NDERSTOOLBOX

Large Public Gatherings Attractive Targets for Violent Extremists

CONSIDERATIONS

When pubilic safety officials are preparing for mass gatherings,
the following best practices can help them prepare for terrorist
threats and allocate resources accordingly. These practices are
intended to be scalable based on the venue, type of event,

location, size, duration, and evolving threat landscape.
THREAT AWARENESS

« Establish and maintain access to secure information
platforms to share timely, relevant, and vetted information
with partner services, which can help alert partners to
suspicious activity or a terrorist attack in a timely fashion
and allows multiple services to take action concurrently.

Identify and use a common lexicon and standard
terminology across federal, state, local, and industry
partners to increase communication effectiveness.

Maintain awareness of violent extremist TTPs and
participate in information-sharing opportunities available
through state or local fusion centers and the FBI's Joint
Terrorism Task Force JTTF).

Maintain awareness of high-profile events that may present
desirable targets for violent extremist actors, given the
many people and likely media coverage.

Conduct regular site visits of the location(s) and surrounding
areas leading up to the event to understand typical patterns
of human movement, which will help public safety officials
identify suspicious activity.

Establish relationships with local commercial and retail
establishments, such as hotels, bars, nightclubs, and
restaurants, to enhance information-sharing; consider
providing suspicious activity indicators training. If applicable,
work with property owners to identify and remedy potential
security vulnerabilities.

Promote training on reportable indicators and behaviors
for venue security and staff, parking lot attendants, and
other employees in a position to observe and report to law
enforcement onsite.

Encourage the reporting of suspicious activity through
established protocols.

SECURITY PLANNING: Security measures may vary based on
event specifics and the availability of resources, particularly if
multiple locations need to be secured over a prolonged period.
Public safety officials and event planners are encouraged to
develop, assess, and implement protocols that are tailored

to their specific jurisdiction’s needs for threat prevention,
protection, and mitigation.

« Proactively identify and maintain a database of contacts
from all supporting agencies in the event of an emergency

response, including law enforcement, fire services,
emergency medical services, emergency managers, public
works, city planners, and others based on authorities,
jurisdictional needs, or requirements.

* Refresh mutual and automatic aid agreements among
potential responding agencies to ensure access to
personnel, resources, and equipment, or facilities for
the duration of a potential incident. Regularly review
and update policies and procedures for implementing
mutual aid.

* Regularly conduct multijurisdictional planning, training,
and exercises to reinforce communications, operational
coordination, and other measures required to respond to a
terrorist threat or incident. Include specialty units like bike
units, mounted patrol, aircraft operations, UAS/counter-UAS
teams, and mobile response teams that may be deployed in
the event of an emergency.

« Coordinate with the state and local emergency operations
centers during event planning to ensure that information
requirements and communications procedures
are established.

« Coordinate with venue staff to identify UAS restrictions or
planned UAS use for logistic or media purposes. Remain
alert for potentially suspicious or unrelated UAS activity and
report it to the proper federal, state, or local authorities.

« Assess routes, transit locations, and transportation modes
by which attendees may arrive at venue locations to aid in
early identification of security vulnerabilities.

* Integrate a layered security approach to minimize the
potential threat posed by vehicle-borne tactics, such as
vehicle ramming or VBIEDs.

+ Consider closing adjacent streets, travel lanes, and parking
areas and strategically placing objects such as large planter
boxes or bollards to restrict the potential for unscreened
vehicles near any intended target(s).

SECURITY MANAGEMENT AND PROCEDURES: Public
safety responses at mass gatherings can be challenging,
especially deploying and maintaining control of resources in

the event of an emergency or crisis situation.

« Conduct pre-briefings with security and public safety
officials to ensure that new information regarding safety
and security or medical plans, policies, and procedures
are communicated. Also, share information pertaining to
engagement with attendees and the authorities of safety
and security personnel.

« Try to anticipate other locations where crowds might
unexpectedly gather, the challenges these crowds may
create, and methods to prevent bottlenecking at potential

chokepoints. Avoid perceptions that certain access points
are being opened first, and consider the use of video
screens or entertainment between events or transition
points to help maintain a calm crowd that is easier

to monitor.

Understand how active crowd control tactics can help avoid

panic and crowd crush during an ongoing threat or incident.

Adopt formal deescalation policies and procedures.

Maintain awareness of traffic conditions and foot traffic.
To prepare for aid response or a possible emergency
evacuation of VIPs, preemptively position stand-by tow
trucks, identify alternate routes, and have barricade
removal plans.

* As required, enact deescalation procedures and mutual
aid agreements, including provisions for shared resources
across agencies or jurisdictions.

Establish incident management operational priorities and
develop an incident action plan based on these priorities.
Ensure that all involved agencies are familiar with the plan,
including chain of command, information requirements, and
communication procedures.

Establish security zones beyond the footprint of the event
or related venue locations to provide additional distance
between crowds and potential explosives or weapons.

Consider establishing a visible law enforcement presence
and using roving interagency law enforcement teams

to identify and discourage suspicious activity and deter
potential violent extremist attacks.

MIASS CASUALTY RESPONSE: A mass casualty event
response may quickly deplete the resources of responding

law enforcement, fire, and medical services. The following
considerations may help first responders plan the allocation of
limited resources and identify and train force multipliers.

« Cultural or language barriers between public safety
officials—911 dispatch, police, and EMS—and the
public may create challenges for reporting during
emergency situations or when trying to report possible
suspicious activity.

« Coordinate a multidisciplinary response to victim care and
methods for evacuation from an incident to medical care

facilities, such as police cars, taxi cabs, and personal vehicles.

« Train and prepare personnel, event staff, and volunteers
who may be called upon to provide first aid and transport
the wounded or injured to medical facilities, reducing
the dependency on first responders during a mass
casualty response.

« Coordinate the transition of the event site through the
various stages of disaster management: confinement and
neutralization of the threat, life-saving actions, and then
the investigative phase. Identify the lead agency for each
stage and ensure that all crime scene evidence is preserved
through the difference stages.

RESOURCES
Department of Homeland Security (DHS)

« Active Shooter Preparedness and Conflict Prevention
Techniques: https://www.cisa.gov/topics/physical-
security/active-shooter-preparedness

Be Air Aware: https://www.cisa.gov/resources-tools/
resources/responding-drone-calls-qguidance-emergency-
communications-centers

How to Report Suspicious Activity

Provides reporting details for fusion centers by state.
https://www.dhs.gov/seesomething-say-something/
how-to-reportsuspicious-activity

Interagency Legal Advisory on UAS Detection
and Mitigation Technologies: https://www.
dhs.gov/publication/interagency-legal-advisor
y-uas-detection-and-mitigation-technologies

Mass Gathering Security Planning Tool: https://

WwWw.cisa.gov/resources-tools/resources/
mass-gathering-security-planning-tool

Nationwide SAR Initiative:
https://www.dhs.gov/ nationwide-sar.initiative-nsi

Securing Public Gatherings: https://www.cisa.gov/
topics/physical-security/securing-public-gatherings

Sports and Special Events Incident Management:

https://ncs4.usm.edu/training/dhs-fema-courses/

mat-404-sports-and-special-events-incident-ma

nagement/

Vehicle Ramming Mitigation: https:/www.cisa.gov/
topics/physical-security/vehicle-ramming-mitigation

Vehicle Ramming Self-Assessment Tool User Guide
and Overview: https://www.cisa.gov/resources-tools/
resources/vehicle-ramming-self-assessment-tool-u
ser-guide-and-overview

Federal Aviation Administration (FAA)

* No Drone Zone: https://www.faa.gov/uas/resources/

community_engagement/no_drone_zone

NOTICE: This is a Joint Counterterrorism Assessment Team (JCAT) product. JCAT is a collaboration by NCTC, DHS, the FBI, and state, local, tribal, and territorial government personnel to
improve information sharing and enhance public safety. The product promotes coordination among intergovernmental authorities and the private sector in identifying, preventing, and responding
to terrorist activities. Consider the enclosed information within the context of existing laws, regulations, authorities, agreements, policies or procedures. For additional information contact us at

JCAT@ODNI.GOV. This document is best printed in 11 X 17.
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JOINT COUNTERTERRORISM ASSESSMENT TEAM

PRODUCT FEEDBACK

Please use the link below to complete a short survey. Your
feedback will help JCAT develop counterterrorism products
that support the public safety and private sector community.

https://www.JCAT-url.com

For further information, please email JCAT
jcat@odni.gov

(U) The Joint Counterterrorism Assessment Team (JCAT) is a collaboration by NCTC, DHS,
FBI, state, local, tribal, and territorial government personnel to improve information sharing
and enhance public safety. The First Responder’s Toolbox is an ad hoc, unclassified reference
aid intended to promote counterterrorism coordination among federal, state, local, tribal, and
territorial government authorities and partnerships with private sector officials in deterring,

preventing, disrupting, and responding to terrorist attacks.






